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Remote work policies have become a necessity not just because 
of the current coronavirus crisis, but also for the ways they improve 
a company’s bottom line and efficiency. Yet despite remote work’s 
benefits, it leaves you and your company exposed to online scams 
and other cybersecurity threats. To defend your company and your 
remote workers, make sure to heed the following tips.

Watch out for online scams

The biggest threat remote workers face is online scams. Phishing 
emails may entice you with free coronavirus test kits in exchange for 
personal information. Some cybercriminals may even   
masquerade as legitimate companies, CEOs, or friends to trick you 
into clicking on dangerous links and attachments.

To avoid these threats, you must be critical of everything you see  
online. Look for any suspicious links and attachments, grammatical 
errors in the email body, and misspelled email addresses. Plus,  
never give out sensitive information to an unsolicited email, text   
message, or phone call.

Back Up Your Data

Important files must be backed up regularly in the cloud and your 
external hard drive. This way, you’ll always have a copy of your files 
in case of a major data loss incident like ransomware or a power 
outage.

Set up firewalls and antivirus software

Make sure to enable firewalls in your operating systems and hard-
ware. These provide a strong layer of protection between your device 
and the internet, preventing malicious programs and other network 
threats from reaching your device. Your managed IT services provider 
(MSP) may also provide third-party firewalls in case your computers 
don’t have any built in by default.

In addition to firewalls, you’ll also want to implement antivirus soft-
ware to detect and remove any malicious programs that do manage 
to find their way onto your device. Just remember to constantly up-
date the software so it can effectively detect the newest malware.

Working from home poses many cybersecurity challenges for  
businesses, but you don’t have to address them alone. If you need 
guidance with setting up firewalls, avoiding scams, and even en-
abling MFA, we can provide the IT support you need in this difficult 
time. 

Call us now. 916.696.7200
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 Zoom for Home is Here 
to Empower Remote Workers

Remote work and distance education are becoming increasingly 
prevalent in businesses and schools across the globe, and  
organizations must ensure that their staff have the tools they need 
to get the best possible communications experience at home. As 
part of our effort to support everyone working from home, Zoom is 
announcing the launch of our new category, Zoom for Home, which 
allows anyone to deploy a dedicated personal collaboration device 
for video meetings, phone calls, and interactive whiteboarding. This 
category combines Zoom software enhancements with compatible 
hardware to upgrade the home office experience. 

The first Zoom for Home device is the DTEN ME, an all-in-one person-
al collaboration device that will be available for $599. Zoom Meet-
ings and Zoom Phone users can easily log in to the Zoom for Home 
– DTEN ME for one-touch video meetings, crystal clear phone calls, 
seamless content sharing, interactive whiteboarding, and co-annota-
tion. The 27-inch, all-in-one device includes 3 built-in smart camer-
as for video, an 8-microphone array, and an ultra-responsive touch 
display that can also serve as a second monitor. Setup is simple, and 
it works right out of the box to create an immersive and productive 
workspace. Zoom for Home – DTEN ME is available now and can be 
purshased at DTEN.com/me.html.

Zoom for Home is also compatible with all Zoom Rooms Appliances, 
including hardware solutions from Neat and Poly, allowing users to 
select the hardware they need to create the perfect work-from-home 
communications experience across spaces such as living rooms.

Empower employees with Zoom for Home

With a competitive price point, unrivaled ease of use, and dynamic 
functionality, Zoom for Home provides a seamless communication 
experience that benefits a wide range of users, including:

• Zoom power users: For those who rely on Zoom as one of their 
main forms of communication, Zoom for Home provides hard-
ware that allows for increased productivity and a professional 
communications experience. With built-in smart cameras for 
video, 8-microphone array, and an ultra-responsive touch display 
that can also serve as a second monitor, the Zoom for Home – 
DTEN ME works right out of the box to enhance your productivity. 

• IT admins: Enabling a remote workforce as an IT admin can 
present significant challenges when it comes to managing and 
provisioning hardware. With Zoom for Home, IT admins can easily 
manage turnkey devices through the Zoom admin portal, allowing 
for simple remote provisioning and updates. 

• Remote educators: Educators can utilize a dedicated video-en-
abled device to instantly start classes or meetings with HD video 
and audio-enhanced whiteboarding and co-annotation capabili-
ties with the Zoom for Home – DTEN ME touch display.  
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Stay Productive When Working Remotely
When many people think of remote working, they imagine a person lounging 
on the couch in their pajamas with a laptop. Does this vision stir up images 
of productivity? We doubt it. That’s why it’s important to instill the proper 
habits of a work-from-home culture into your remote workers’ minds. Here 
are a few principles every employee should consider when working remotely.

Don’t change your routine
Would you go to the office without brushing your teeth or combing your hair? 
Probably not. Believe it or not, it’s not a good idea when you’re working 
remotely either. Sometimes the simple act of preparing for your workday – 
jumping in the shower, shaving and so on – can put you in the right frame 
of mind to work. If you or your staff are finding it difficult to be productive at 
home, try sticking to a pre-work routine and see if it makes a difference.

Designate a specific workspace
Attempting to work while sitting in your bed or lounging on the couch can 
be a recipe for a productivity disaster. So instead, try designating a specific 
space where you work everyday. It can be as simple as a desk set apart from 
the rest of your living room or bedroom, but just make sure it’s not cluttered 
with non-work items (like a TV remote or fiction novel), and that it’s properly 
lit and comfortable.

Stay connected to your team
Thankfully, cloud computing has made it unbelievably easy for your remote 
workers to stay connected to the office wherever they are. If your business 
is setup with Google Apps, Microsoft Office 365 or another cloud product, 
make it a requirement that your employees access it daily and remain  
available. When your staff is connected to your business this way, it will 
strengthen their relationship with other employees and the organization as a 
whole. Generally speaking, more connected employees are more productive 
ones.

Log off
When you work remotely, the line between work and personal life blurs more 
than ever. To avoid burnout, it’s important you discipline yourself to log off 
after you’ve put in a full day’s work. Whether you choose to work from 9 to 5 
or 4pm to midnight, define work hours and stick to them. This will help you 
completely disconnect at the end of the day, which will ensure that you’re 
properly rested and prepared for the next.

Want more tips on productive habits for remote working? Are you ready to 
empower your staff with cloud computing to help them along? 
Let’s talk. Call us today. 916.696.7200 
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Internet Vigilance
Despite constant development in security and stability, the Internet still remains very much a Wild West landscape. You can navigate through it, but you nev-
er know when you might encounter a hidden danger. Threats exist on a global scale. 
Cybercriminals want information. They don’t care whose information they access and steal, or what damage they do. They want to take what they can get 
and they want to sell it. There are people who do this for a living. This morning, in the period of one minute, there were hundreds of cyber-attacks originating 
in China, targeting the United States.

What can you do? Stay vigilant. 

Visit web sites you know and trust: This is the simplest and most effective way to keep safe. 

Keep your web browser and computers up-to-date with the latest patches and security
 updates: While your office computers are kept up-to-date automatically as long as you’re 
covered by any of our maintenance plans, you still need to keep an eye on updates for your             
home computer(s). Don’t ignore these updates! 

Know web sites you input personal information or credit card information into are secure:  
Look at the address bar. If you see “https”you are on a secure web page. If you see “http”  
you are not on a secure web page.  

Make web sites you visit more secure: Browser extensions, such as HTTPS Everywhere, help make web browsing more secure. HTTPS Everywhere takes 
standard “http” web pages and secures them with “https” by automatically directing you to the secure version of the site. It’s not compatible with every web 
page, but it goes a long way in protecting you.


